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What Is Phishing?

Attempt to obtain sensitive information, such 
as usernames, passwords and credit card 
details by someone posing as a person of 
authority or a legitimate institution.

Typically carried out over email, telephone 
(vishing) or text message (smishing).



  

Example of Email Phishing

Email from bank warning of suspicious card 
activity, asks you to click on a link in the 
message so as to verify your account.

The link in the message will connect you to 
a fraudulent website posing as the actual 
bank’s site.



  



  

Example of PhoneText Phishing

Text message from income tax asking you to 
claim a refund.  The link in message will 
connect you to a fake IRS website.



  

Example of Phone Call Phishing

Phone call from person claiming to be from 
a government agency, threatening you and 
asking for personal information.

DO NOT RELY ON CALLER ID!
Phone numbers can currently be spoofed 
easily!



  

Phishing Email Red Flags

Let  us take a look at a typical phishing 
email and some of the common red flags 
associated with such an email.

PDF of image can viewed at:

https://cdn2.hubspot.net/hubfs/241394/Know
be4-May2015-PDF/SocialEngineeringRedFl
ags.pdf
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Finally ...

Any questions???
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